Configuring Windows XP/Vista L2TP client & Zeroshel

Basics:

Boot from zeroshell CD then log into your zerosthbalk. With the default image/configs it is
ready to accept L2TP connections by simply enalitiegcheck box in the /INETWORK/VPN/Host-to-
LAN (L2TP/IPSEC) GUI menu and USERS/RADIUS enabl&atch for the radius warning.
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Zeroshell is ready now it's time to setup the defThe “admin” account on zeroshell is created&fault
we’ll just use that one for demonstration purpose.

Now you want to create a host file certificate dach computer that will be accessing your L2TP
vpn server (i.e. zeroshell box). Click on NETWORIA#s/Add
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Now select your user “admin” account USERS/UsemMvand make sure L2TP is checked so that this
user is allowed to connect.
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That's all with zeroshell. Now move on to your alie PC. In your windows XP computer “Create a new
connection” from Control Panel/Network Connectidmswindows Vista “Set up a connection or
network” from Control Panel/Network and Internetffdect to a network.

Screenshots of windows XP below
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‘what do pou want to do?
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" Connect to the Internet
Connect to the Internet so you can browse the Web and read email

+ ‘Connect to the network at my workplace:

Connect to a business network [using dial-up or YPN] so you can work. from home,
a field office, or another location.

" Set up a home or small office network
Connect to an existing home or small office network or set up a new one.

" Set up an advanced connection

Connect directly to another computer uging your serial, parallel, or infrared port, or
zet up thiz computer so that other computers can connect to it.

Cancel
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New Connection Wizard

New Connection Wizard

Welcome to the New Connection
Wizard

This wizard helps you

* Connect to the Intermet,

* Connect to g private network, such as your workplace:
hetwork.

* Setup a home or small affice netwark.

To continue, click MNext.
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Cancel

YPH Server Selection
‘wihat is the name or address of the VPN server?

Type the hast name or Internet Protocal [IP) address of the computer to which you are
connecting.

Host name or IP address [for example, microsoft.com or 157.54.0.1 ):

192168.0.75
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Cancel

New Connection Wizard

Completing the New Connection
Wizard

Y'ou have successfully completed the steps needed to
create the following connection:

zeroshell
* Share with all uzers of thiz computer

The connection will be saved in the MNetwaork
Caonnections falder.

¥ 4dd a shartcut to this connection to my deskbop

To create the connection and close this wizard, click Finish,

< Back | Finish |

Cancel |

That's the end of the basics.

Screenshots of Vista are essentially the samensadt going to put them here.



Preparation — Download all your certificates frdra tmachine you will be connecting the L2TP seseion
place them on a thumbnail/jump drive. You will nekd host certificate that you created earlier on
zeroshell for your computer and also the zerosblbr root Certificate of Authority.

Go to your zeroshell log in screen to get the fieaties you need. You can click on “CA” to downlcthe
root certificate and then “Hosts” to get your dagtite for your computer. You don'’t need to be ledgn
to the zeroshell box, in fact it's better that yeunot logged on.

X.509 certificates
C& Users Hosts CRL

ZEROSHELL

Net Services ﬂ T

Username | |

Password | |

For the root CA it is important (on windows mactihe export the certificate with the *.DER file
extension antNOT THE *.PEM file. Now under “Hosts” choose your host certifeand export the
PKCS#12 (PFX) file.

Advanced:
To complete the following you should be logged mwdministrator account on your client PC.

| will assume you did everything correct with therashell CA and exported your host certificate §kc
#12, der or pem file to your remote computer, edarhpstname.pfxand now you want to configure
windows XP or Vista computer.

Note: For the certificate store windows will eittisfault to use option

"Automatically select the certificate store basedtee type of certifcate” or "Place all certificaiia the
following store". We're talking about windows heif that options doesn't import the certificalwse
the other option. The object is to get the cedificimported into the correct store.
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Log on an Administrator Account and use the RumperyMMC" and when the console opens click, File-

Add/Remove Snap-in.

Help

View  Favorites  Window
Crl+n
Open... o
Save Chrl+s
Save As..

Add/Remave Snapin... ChrlM
Optians...

1 services.msc
2 Consolel.mse
3 Consale1.mse

Mame

There are no items to show in this view.

4 secpol.mse
Run Exit
= Type the name of a program, folder, document, or
3 Internet resource, and Windows will open it For you,
Qpen: | i - |

[ Ok J[ Cancel ][ Erowse... ]

Add/Remoye Snap

Standalane | Estensions|

Use thiz page to add or remove a standalone Snap-in from the console.

Snap-ng added to |@ | 2]

Descrption

Click Add-Certificates-Add-"Computer Account"
Click Next-Local Computer-Finish

Add Standalone Sn.

Available Standalone Snap-ing:

This snap-in will always manage certificates far:

Snap-in Wendar ~
gﬁActiveX Contral Microzoft Corporation O My uzer account
Micrazoft Corporation & Gl SEsa:
@ Component Services Micrazoft Corporation -
Q Computer M anagement icrozoft Corporation = |
Microzoft Corporation
e Dizk Defragmenter Micrazoft Comp, Executi
@ Disk Management Microsoft and VERITAS .
Event Yiewer Microsoft Comparation
[CFalder Micrazoft Corporation
Group Palicy Micrazoft Corporation v
Dreseription

The Certificates snap-in allows pou ta brawse the contents of the
certificate stores for yourself, a service, or a computer.

Add Llose

] [ Cancel




omputer

Thiz snap-in will always manage:

Select the computer pou want this shap-in to manage.

ok

() dnother computer:

[] Allaws the selected computer to be changed when launching from the command fine. This
only applies if you save the console,

[ <Back ]| Firish

][ Cancel ]

Once again,
Click Add-Certificates-Add-"Service Account”
Click Next-Local Computer-Next-IPSEC Services-Hmnis

RIX]

Add Standalone Snap-in

Available Standalone Snap-ing:

Thiz snap-in will always manage:

Snap-in Wendor )
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£ icrozoft Corporation
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@ Disk Management Microsoft and VERITAS...
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Deseription

The Certificates snap-in allows you to browse the contents of the
cerificate stores for yourself, a service, or a computer.

Select the computer pou want this shap-in to manage.

ol

() dnother computer:

[] Allaws the selected computer to be changed when launching from the command fine. This
only applies if you save the console,

[ ¢ Back “ Mest >

][ Cancel ]

Certificates snap-in

Thiz snap-n wil always manage certificates for:

O My user account

(O Computer account

Mext »

] [ Cancel

Select a service account to manage on the local computer.

Service account:

Help and Support

HID Input Service

HTTFPS5L

IMAPI CO-Buming COM Service
Indexing Service

Java Quick Starter

Lavasaft Ad-Aware Service

Logical Disk Manager

Logical Disk Manager Administrative Service
ldb_device

M ezzenger

Messenger Sharing Folders USM Joumal Reader service
M5 Software Shadow Copy Provider

¢ Back

I

Firish I [ Cancel

Now

Click OK, Expand "Certificates(Local Computer)"



Add/Remove Snap-in

Standalone ‘ Extensions

Use this page to add or remove a standalone Snap-in from the console

Snap-ing added to: |a Cansale Root v "I Consolel

File  Action View Favorites  Window  Help

Certificates [Lacal Camputer] ; + ||m@| I @ ;
@Certificates - Service [IPSEC Services) on Local Computer

oot A | Name
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* [ Trusted Rock Certification #
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+ [ Policyagent\Enterprise Trus
# [ Policyagent|Intermediate C
- (] PolicyAgent|Trusted Publish =
o it d i O

Right Click Personal-All Tasks-Import..kbstname.pfxNext-Next-Automatically Select Certificate
Store-Next-Finish

Import Wizard

Welcome to the Certificate Import
= Find Cartiicates. Wizard
- ( Trus
C Find Certfficates. . This wizard helps you copy certificates, certificate brust
(0 Inte " lists, and certificate revocation lists From your disk to a
v [ Trus View » Request New Certificate. certficate store,
5 [ Uy Mew Window from Here
" & certificate, which is issued by a certification authority, is
® LTI o Taskpad View.. a confirmation of vour identity and contains information
w1 Trus used to protect data or to establish secure network
w [ cthi  Refresh connections, & certificate store is the system area where
w1 5PC,  Export List.. certificates are kept,
w0 M vl To continue, click Mext,
= EP Certifica "OF
[ PolicyAgentiPersonal
& (L PolicyAgentiTrusted Root
(] PolicyAgentiEnterprise Trus
- ([ Policyagentiintarmediate C
- ([ PolicyAgentiTrusted Publish V
< N | >
Add a certificate to a store

ificate Import Wizard

File to Import Password
Specify the file you want ta import. To mainkain security, the private key was protected with a passward.
File name: Type the password for the private key.
C:\Dacuments and SettingsiadminiDesktapihostname. pfx| | [ Browse. .. —

Mote: Mare than one certificate can be stored in a single file in the: Follawing Formats:
Personal Information Exchange- PKCS #12 ( PFX, P12}
Cryptographic Message Syntax Standard- PKCS #7 Certificates {,P78)
Wicrosoft: Serialized Certificate Store {55T)

[ tark this key as expartable. This will allow you to back up o transport your
keys at alater time,

< Back ” Det > ][ Canicel < Back ” Next = ][ Cancel




Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate skare, o you can specify a location For

tore based on the type of o te:

(O Place all certificates in the Following store

[ <Back [ etz | [ comel |

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard.

You have specified the following settings:
Certificate Store Selected  Automatically determined by b

Cankent
File Name :\Documents and Setkingsicl
< >

<Back [ Finsh | [ o |

Expand "Certificates(Local Computer)"-Personal-{iesdtes

Now you should see youhbstname

i Console1
Eile  Action Wiew Favorites  window  Help

&

‘i Console Root\Certificates (Local Computer)\Personal\Certificates

Consale Root || 1smued To | 1ssued B

EB

] Expiratia

& gert\Flcates (Local Computer) [Edhostname. zeroshell.net PREMIER C&
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‘Al

1+ ([ Trusted Roak Certification &
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Personial store conkains 1 certificate.
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Now

Click OK, Expand "Certificates - Service (IPSEC\8ezs) on Local Computer"
Right Click PolicyAgent\Personal-All Tasks-Impor:hostname.pfkNext-Next-Automatically Select
Certificate Store-Next-Finish

i Consoled

window

File

-

view  Favorites

2
‘i Console Root\Certificates. - Service (IPSEC Services) on Local Computer\PolicyAgent\Personal. [ (8]
|+ (L Trusted Rook Certfication 4 4 | Object Typs

action Help

{3 Enterprise Trust
(L] Intermediate Certification &
(21 Trusted Publishers

(1 Untrusted Certificates

{3 Third-party Reot Certifcatic
(L] Trusted People

(11 Other Pecple

There are no kems to show in this view.

(PsEC 5

(2 PoiicyAgent|Truste _Find Certficates...

[ PolicyAgent|Erterr Ry Y Find Certficates. .
(] PolicyAgent|Intern
* [ PolicyAgentiTrusts  View » T
+ (1 PolicyAgentiUntrus  Mew Windon From Here
#|_] Policyagenti Third-F
4 (] Policyngent|Truste Mo Taskpad View.

< | Refresh

R T Export Lisk,.,
|Add a certificate to a store:

Certificate Import Wizand

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificats trust
lists, and certiicate revocation lists from your disk to a
certificate stare,

A certificate, which is issued by a certification autherity, is
2 canfirmation of your identity and corkaing information
used to protect data o to establish secure networl
connections. & certificate store is the syskem area where
cettificates are kept,

To continue, dick Next,




§| Certificate Import Wizard

File to Import
Specify the file you want to import,

Eile name:
C:\Documents and SettingshadminiDesktoplhostname., pfx|

Mote: More than one certificate can be stared in a single file in the Following Formats:
Personal Information Exchange- PECS #12 {PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {P7E)
Microsoft Serialized Certificate Store {.55T)

< Back “ Mext > l[ Cancel

Certificate Import Wizand

Password
To maintain security, the private key was protected with a password,

Type the password For the private key.

Password:

[ Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

< Back. ” Mext = l[ Cancel

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

@;Automatica lect the certificate store baged on the type of certificate:

() Place all certificates in the Following store

< Back “ et > I[ Cancel

Completing the Certificate Import
Wizard

¥ou have successfully completed the Certificate Import
wizard,

¥ou have specified the following settings:
Certificate Store Selected  Automatically determined by t|

Content
File Mame C:\Documents and Settingsiol
< »

< Back. “ Finish I[ Cancel




Expand "Certificates - Service (IPSEC Serviceshotal Computer'-PolicyAgent\Personal-Certificates
Now you should see youhtstnamg

it Console1

File  Ackion Miew Favorites  Window  Help
E @2

‘i Console Root\Certificates - Service (IPSEC Services) on Local Computer\PolicyAgent\Perso. .. E]E”gj

Consale Rook | | Issued To ] Issued By
--E Certificates (Local Computer) [Elhostname. z=rashell. net PREMIER CA
- =[] Personal
[Z Certificates
(Z Trusted Rook Certification &
r_'l Enterprise Trust
(L] Intermediate Certification &
(2 Trusted Publishers
(Z Untrusted Certificates
(L Third-Party Root Certificatic
(2 Trusted People
[ Cther Peaple
=
L] _NMSTR
Certificates - Service (IPSEC Se-
[ PolicyagentiPersonal
H 3 Certificates
(] Policyagent! Trusked Roat ©
+- [_] Policyagent\Enterprise Trus 2

ST Rl U T oL

i R e R R R T

1 @
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Last detail you need to import is the Trusted Roettification Authorities or your "Zeroshell CA".

Easy method is to:
Export the der or pem file from your Zeroshell @Aybur computer (Zeroshell CA.der)

Expand "Certificates(Local Computer)"
Right Click Trusted Root Certification Authoriti€2ertificates-All Tasks-Import...Zeroshell _CA.déeF
Next-Next-Place all certificates in the followingpee-Trusted Root Certification Authorities-Nextish

File

© m e PR @

Action  View Favorites  Window  Help

Welcome to the Certificate Import
Wizard

Issued To Issued By This wizard helps vou copy certificates, certificate krust

= EJ) Certificates (Local Computer) [T —— Bkt o, valisricamy. lists, and cettificate revocation lists from your disk ta a
Persanal o IPS SERVIDORES IPS SERVIDORES 122 certificate store.

Tiusted Reseosication Micrasoft Authenticodedtm} Roat ...~ Microsaft Authenticodeftm) Root Au...  12/3

A certificate, which is issued by a certification autharity, is

Micrasoft Root Autharty 1253 a corfirmation of your identity and contains inFormation
Intermediat o F oot werneace Authority  Microsoft Root Certificate Authority Si9/z used ta protect data or to establish secure netwark
Trusted Publ Expressz (Class C) Tanusi... NetLock Expressz (Class C) Tanusity 2201 connections. & certificate store is the System area where

Untpusted @ 1ev Window from Here | ozjeqyzoi (Class &) Tanu... Metlack Kaziegyzai (Class A) Tanusit...  2/19)
Third-Party Plew Taskpad Wisw... .le\atl (Class B) Tanusitva, NetLock Uzleti (Class B) Tanusitvany, 2{20
g HLITY ACCEPTED, ()97 V.., NO LIABILITY ACCEPTED, ()97 Yeri..,  1/7[2
Refresh £ Raot CA PTT Past Rook CA 626}
Export Lis... hiden Serveri CA Saunalahden Serveri CA 6/25)

cettificates are kept.

To continue, click Hext.

el hden Serveri Ca Saunalahden Serveri CA 6/25)
Certficates - Sei . s Server Certification Authority Secure Server Certification Authority 1772
+- [ Palicyagert|Personal | Esecurenet ca Class A Securehiet CA Class 4 10/1¢
# [0 Policyagent|Trusted Root C | Secureflet CA Class B Securelet CA Class & 10/1¢
# L;ZI PolicyfigertiEnterprise Trus | [E] Secyrelet CA Raot Secureblet Ca Root 10/1¢
el Q ﬁﬂ!‘tvfﬂe"f}Eﬂt?['"ﬁef v [ Eseaurenet A 5GC Rook SecureMet CA 5GC Root 10/1t
< I >

Cancel

Add a certificate to a store




e Import Wizard (%] e Import Wizard

File to Import Password
Specify the File you wank ko impart, To mainkain security, the private key was protected with 5 password.
File name: Type the password For the private key,

C:iDocuments and SettingsiadminiDeskiopiZeroshell_Ca.der|

Psssword:

Mote: More than one certificates can be stored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 (PR, P12}
Cryptographic Message Syntax Standard- PKCS #7 Certificates {.P7B)
Microsoft Serialized Certificate Store (L55T)

[]tark this key as exportable. This wil sllow yau to back up or transport your
keys at a later time,

< Back “ [ext = ][ Cancel ] [ < Back ” [ext = I[ Cancel

e Import Wizand

Certificate Store

Completing the Certificate Import
Wizard

Certificate stores are system areas where certificates are kept.

You have successfully completed the Certificate Import

Windows can automatically select a certificate store, ar vou can specify a location far wizard,

@i&utnmatlca\ly select the certificate store based on the tvpe of certificate; ¥ou have specified the following settings:

Certificate Store Selecked  Automatically determined by t|

(D Place all certificates in the Following stare

Content Certificate
File Mame: C:iDocumments and Settingsicl
< >
[ < Back “ Mext » I[ Cancel I [ < Back “ Finish I[ Cancel I

Security Warning

'E ‘fou are abouk bo install a certificate From a certification autharity (CAY claiming to represent:
* ZeroShell Example CA

Windows cannot walidate that the certificate is actually From "ZeraShell Example CA", ¥ou should confirm its origin by
contacting "ZeroShell Example CA", The Following number will assist wou in this process:

Thumbprint {shal): 996671C1 291EADODZ DEBES47C SBECOZDZ SA4FIA36

Warning:

If vou install this root certificate, Windows will automatically trust any certificate issued by this Ca, Instaling a
certificate with an unconfirmed thumbprint is a security risk, IF wou dlick "Yes" you acknowledge this risk.,

Do wou want ko install this certificate?




Now
Expand "Certificates(Local Computer)"-Trusted RG@ettification Authorities-Certificates
Now you should see youZeroshell_CA

i Console1

File Action View Favorites Window  Help

Wy XFH @

iii Console Root\Certificates - Service (IPSEC Services) on Local Computer\PolicyAgent\T. .. EHE”E'
~

CI Console Root Issued To  / Issued By
@ Certificates - Service (IPSEC Servic EdThawte Server Ca Thawte Server CA

& Polfcy.ﬂgent‘l,Personal | [E Thawte Timestamping 4 Thawte Timestamping CA

(3 PolicyagentiTrusted Roat Certi | 11y - pTacor S6c UITH - DATACorp 5GC

I:I? Cirt'ﬁc;?i e Tt EuTn-UsERFirst-Client Authenticati... UTN-USERFirst-Client Authentication...
CUCYAGEMVIETLEIRNES TTUSL ) i Th-USER First-Hardware UTN-UISERFirst-Hardware

(1 PalicyAgentiIntermediate Certil . o ) -

[EUTN-USERFirst-Metwork Applications  UTH-USERFirst-Netwark Applications

[ Palicysgent Trusted Publishers
D PolicyAgentiUntrusted Certifice UTN-USERFirst-Object UTN-USERFirst-Obiject

(L1 Policyagenti Third-Party Root © [E] veriSign Cammercial Software Publ,..  VeriSign Cammercial Software Publis. ..
[ PalicyAgerti Trusted Peopls VeriSign Commercial Software Publ...  YeriSign Commercial Software Publis. ..
P Certificates (Local Computer) [E verisign Individual Software Publis... YeriSign Individual Software Publishe. .
[ Personal [Elverisign Individual Software Publis... VeriSign Individual Software Publishe. ..
[ Trusted Riook Certification Auth- [ verisign Trust Netwark VeriSign Trusk Metwork
[ Certificates [Everisign Trust Network YeriSign Trust Networlk
[:l Enterprise Trust VeriSign Trust Metwork YeriSign Trust Network
[ Intermediate Certification Auth | Everisign Trust Netwark Werisign Trusk Network
[ Trusted Publishers (= verisign Trust Metwark WeriSign Trust Network
(3 untrusted Certificates [E verisign Trust Netwark VeriSign Trust Network
(1 Third-Party Roat Certification A [Elverisign Trust Netwark WeriSign Trust Metwork,
(1 Trusted Pecple [E verisign Trust Netwark VeriSign Trusk Metwork
(3 other People Edwcert 2 by D5T scert EZ by DST

[
[ _MMsTR
Ml ] > |€ I A

cample CA

PalicyAgent! Trusted Raot Certification Autharities stare contains 108 certificates,
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Review:

You should see the hostname of your computer ila@egs,

Certificates(Local Computer)-Personal-Certificates

&

Certificates - Service (IPSEC Services) on Locain@oter-PolicyAgent\Personal-Certificates

You should see the Zeroshell_CA in 2 places

Certificates (Local Computer)-Trusted Root Ceréifion Authorities-Certificates

&

Certificates - Service (IPSEC Services) on Locain@oter-PolicyAgent\Trusted Root Certification
Authorities-Certificates



Note: When you add the Zeroshell _CA to the Cesdtiis(Local Computer) it gets added by default to
Certificates - Service (IPSEC Services) but ifdedn't you need to manually add it like we did wiité
other onesWhen | say manually | mean instead of letting #wificate store automatically get selected
instead import it directly to the correct certifieastore and use “Place all certificates in theldaling
store”option or the default windows selects.

Note: After completing these steps you can Creafenaconnectoid for Windows Vista & Windows XP
with the default settings. In the Networking talhuyghould select L2TP IPSec VPN. Under Security use
Typical(recommended settings) with checkbox Reqdiaa encryption (disconnect if none).

Note: Hosts should have same domain as the zetdghelinless you know what you're doing with
Kerberos 5 domain/realm trust relationships.

Click the vpn shortcut we created earlier.

# zeroshell Properties
Connect zeroshell P

General | Options || Security || Networking\

Host name or IP address of destination [such as microzoft.com or
157.54.0.1):

First connect

‘Windaws can first connect the public netwark, such as the
Internet, befare trying to establish this virtual connection.

[ Dial anather connection first:

| L
Uszer name: i adrmin |

|
Paszward: i.........l |

[[] Save this user name and password far the fallowing users:

i COMPULED Show icon in notification area when connected

L Connect ][ Cancel ]l F'rgperties_][ Help




#® zeroshell Properties

General | Dptions | Security | MNetwarking |

Security options

E||g| : # zeroshell Properties

| General | Options | Securit_l,ll Hetwarking

Type of VPMN:
() Typical [recommended settings) | L2TP IPSec WPH W |
Walidate rmy identity as Fallows: -
! Reguire zecured pazsword V | L_sattings

[ Automatically use my ‘Windows logon name and

password [and domair if 2] This connection uses the following items:

7 Internet Prc
@ o5 Packet Scheduler
g File and Printer Sharing for Microzoft Networks
g Client for Microsoft Network s

Reguire data encryphion [dizconnect if none|

() Advanced [custom settings]

BquIres & knowledge

Install... Uninztall

Description

| IPSec Sefting

Transmission Control Pratocol/Intemet Protocal. The default
wide area netwark protocol that provides communication
across diverse interconnected networks.

ok |[ concd | oK

] [ Cancel

& zoroshell Status

| Generall Details |

Property Walue
Wit Miniport [L2TF)
Ry
Server tupe FPP
Tranzports TCFR/IP
Authentication IS CHAP W2
IPSELC Encryption IPSec, ESP 3DES
Compreszsion [hione]
FPP multilink framing s
Server P address 192168141142
Client [P addresz 1010101

LCloze

The End

Created by vpn_rollercoaster



